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—The	certificate	containing	the	detailed	information	about	the	file		Verify—Acronis	True	Image	2018	will	check	the	file	authenticity.		For	a	cloud	backup,	the	Acronis	Cloud	web	application	will	open.	On	the	Files	tab,	browse	to	the	required	file,	point	to	the	file	name,	and	then	click	the	View	certificate	icon	or	the	Verify	1.	Go	to	and	then	log	in	to	your
Acronis	2.	On	the	Files	tab,	browse	to	the	required	file,	point	to	the	file	name,	and	then	click	the	View	certificate	icon	or	the	Verify	icon.	See	the	commands	description	above.	The	easiest	way	to	verify	a	file's	authenticity	is	to	use	the	Verify	command	in	Acronis	True	Image	2.	For	example,	to	calculate	the	md5	hash	for	the	picture.png	file,	type:	3.
Check	that	the	calculated	md5	hash	is	equal	to	an	eTag	in	the	DATA	field	in	your	notarization	1.	Open	a	blockchain	explorer,	for	example	.	2.	Enter	the	TRANSACTION	ID	from	the	certificate	into	the	search	field.	3.	Check	that	the	Data	field	in	the	Event	Logs	tab	is	equal	to	the	ROOT	value	in	your	certificate.	2.	Follow	the	instructions	at:	.	Page	421
Copyright	©	Acronis	International	GmbH,	2002-2017		Acronis	True	Image	2017,	or	a	later	version,	is	installed	on	your	computer.		The	Acronis	True	Image	mobile	app	is	installed	on	your	mobile	device.		Your	mobile	device	and	your	computer	are	connected	to	the	same	Wi-Fi	network.	2.	On	the	sidebar,	click	Backup,	and	then	click	Add	Backup.	3.	Click
the	Backup	source	area,	and	then	select	Mobile	device.	3.	Tap	Scan	QR	code,	point	your	camera	at	the	QR	code	on	the	computer	screen,	and	then	wait	4.	Allow	Acronis	True	Image	to	access	the	data	that	you	want	to	back	up.	When	you	select	all	the	data	items,	the	backup	starts	automatically.	Otherwise,	tap	Back	up	anyway.	5.	[Optional]	If	you	want
data	changes	(for	example,	new	photographs)	to	be	backed	up	Acronis	Cloud	might	be	unavailable	in	your	region.	For	more	information,	click	here:	Page	522	Copyright	©	Acronis	International	GmbH,	2002-2017		Access	cloud	backups	from	all	your	mobile	devices	and	recover	data	from	these	backups	You	can	view	additional	information	and	download
Acronis	True	Image	for	mobile	devices	from	the	default	folder	/Library/Application	Support/Acronis	Mobile	Backup	Data/acronis-local-data/.	When	you	change	the	destination,	the	acronis-local-data	folder	is	moved	to	the	location	that	you	select.	During	this	operation,	the	current	mobile	backups	are	paused	and	will	automatically	resume	when	Note:	All
mobile	backups	are	always	stored	in	the	same	folder	and	cannot	be	separated.	1.	In	the	Backup	section,	right-click	a	mobile	backup	and	then	click	Move.	2.	Click	Select	location,	and	then	select	a	new	location	for	the	backups.	Note,	you	can	select	a	Page	623	Copyright	©	Acronis	International	GmbH,	2002-2017		Follow	the	link:	.		On	the	sidebar	of
Acronis	True	Image	2018,	click	Backup,	click	Add	Backup,	click	the	Backup	3.	On	the	sidebar,	click	Resources,	click	Add,	and	then	choose	Facebook.	4.	Click	Back	up	Facebook.	6.	Click	OK	to	allow	Acronis	True	Image	2018	to	access	information	from	your	Facebook	account.	7.	Configure	the	backup	by	selecting	the	items	that	you	want	to	back	up	and
setting	a	schedule	for	8.	To	start	the	backup,	click	Run	now.	Page	724	Copyright	©	Acronis	International	GmbH,	2002-2017	1.	Click	Settings,	choose	backup	frequency,	and	then	specify	the	start	time.	2.	After	you	have	configured	all	settings,	click	Apply.	Page	825	Copyright	©	Acronis	International	GmbH,	2002-2017	1.	When	configuring	the	first
backup	process,	click	the	Settings	icon,	and	then	click	Encryption.	2.	Enter	the	password	for	the	backup	into	the	corresponding	field,	and	then	click	OK.	In	addition	to	the	number	of	versions,	you	can	limit	their	age.	Select	the	Delete	version	older	than	Page	95	Copyright	©	Acronis	International	GmbH,	2002-2017		Apple	File	System	(APFS)	support—
Acronis	True	Image	2018	now	supports	APFS,	the	newest	file		Backup	activity	and	statistics—For	every	backup,	you	can	easily	view	how	many	times	it	was		Ransomware	protection—Ransomware	is	malicious	software	that	encrypts	your	files	or	blocks		Detecting	injections,	that	is	attempts	of	ransomware	to	inject	malicious	code	into	healthy		Using
Machine	Learning	technology.	This	technology	allows	us	to	analyze	big	data,	update		Acronis	Active	Protection	dashboard—This	is	your	new	command	center	of	anti-ransomware		User	interface	improvements—The	following	interface	elements	were	added	or	improved:		Three	tabs	for	full	control	of	every	backup	were	added:	Backup,	Activity,	and
Recovery.		Mobile	backup	and	social	network	backup	were	moved	to	the	backup	source	section.	The	Page	1050	Copyright	©	Acronis	International	GmbH,	2002-2017		Click	Browse	in	Finder,	and	then	select	the	files	to	archive.	4.	Click	Select	destination,	and	then	select	Acronis	Cloud	or	a	custom	local	destination	for	the	5.	[Optional	step]	Click	the
gear	icon	to	configure	additional	settings.	You	can:		Protect	your	archive	with	a	password	and	encryption	at	Settings	—>	Encryption.	Refer	to		Select	a	preferred	data	center	and	configure	the	upload	speed	at	Settings	—>	Advanced.	6.	Click	Start	Archiving.	7.	Confirm	that	you	want	to	move	your	files	to	the	archive	and	automatically	delete	them	from
your	1.	When	configuring	the	first	archiving	process,	click	the	Settings	icon,	and	then	click	Advanced.	Page	1151	Copyright	©	Acronis	International	GmbH,	2002-2017	2.	Select	the	country	that	is	closest	to	your	current	location,	and	then	click	OK.		Maximum	(available	for	online	backups	only)	Note:	You	cannot	set	or	change	the	archive	encryption
option	for	a	pre-existing	archive.	1.	When	configuring	the	first	archiving	process,	click	the	Settings	icon,	and	then	click	Encryption.	2.	Enter	the	password	for	the	archive	into	the	corresponding	field,	and	then	click	OK.		When	your	files	are	successfully	archived,	you	can	access	them	in:	Open	Finder,	and	then	click	Acronis	Drive	under	Favorites.	
Acronis	Cloud	(applicable	to	the	cloud	archive	only)		Open	Acronis	True	Image	2018,	click	Archive,	and	then	click	Open	in	web	browser.		Go	to	log	in	to	your	account,	and	then	click	Page	1252	Copyright	©	Acronis	International	GmbH,	2002-2017	7	Tools	Acronis	Active	Protection	.........................................................................	52	Page	1353	Copyright
©	Acronis	International	GmbH,	2002-2017	do	not,	you	will	be	able	to	blacklist	this	process.	In	this	case,	this	process	will	be	blocked	every	time	it	To	allow	the	process	to	modify	the	files,	click	Trust.	If	you	are	not	sure	if	the	process	is	safe	and	legal,	we	recommend	that	you	click	Block.	In	any	case,	next	time	the	process	is	run	Acronis	True	Image
modify	your	files,	select	the	Remember	my	choice	for	this	process	check	box,	and	then	click	Block	or	corrupted	in	any	way.	If	this	is	the	case,	click	Recover	modified	files.	Acronis	True	Image	2018	will		Temporary	file	copies	that	were	preliminarily	created	during	the	process	verification	To	make	this	action	the	default,	select	the	Always	recover	files
after	blocking	a	process	check	box.	Page	1454	Copyright	©	Acronis	International	GmbH,	2002-2017	To	open	the	dashboard,	start	Acronis	True	Image	2018,	and	then	click	Active	Protection	on	the	Page	1555	Copyright	©	Acronis	International	GmbH,	2002-2017	"Acronis",	"Acronis	Compute	with	Confidence",	"Acronis	Recovery	Manager",	"Acronis
Secure	Zone",	with	the	Software	and/or	Service	at	Page	166	Copyright	©	Acronis	International	GmbH,	2002-2017		To	create	a	bootable	media,	you	can	use	any	removable	drive	with	4	GB	(or	more)	of	free	space.		You	need	to	have	administrator	privileges	to	run	Acronis	True	Image	2018.	1.	Download	the	Acronis	True	Image	2018	setup	file	from	the
Acronis	website:	2.	Read	and	accept	the	terms	of	the	license	agreement	and	the	Acronis	Customer	Experience	3.	Double-click	the	Acronis	True	Image	2018	setup	file	(the	file	has	a	.dmg	extension).	4.	Drag	the	Acronis	True	Image	2018	icon	to	the	Applications	folder.	Page	1736	Copyright	©	Acronis	International	GmbH,	2002-2017	Backup	state
indication:	Icon	Description	The	backup	successfully	completed.	The	backup	is	queued.	(blinking)	The	backup	is	in	progress.	The	backup	was	paused	by	user.	The	last	backup	failed.	The	backup	completed	with	warnings.	Command	Description	Name	This	command	sorts	all	backups	in	alphabetical	order.	To	reverse	the	order,	select	Z	—>	A.	Date
created	This	command	sorts	all	backups	starting	from	newest	to	oldest.	To	reverse	the	order,	select	Oldest	on	top.	Sort	by	Date	updated	This	command	sorts	all	backups	by	date	of	the	last	version.	The	newer	the	last	backup	version,	the	higher	the	backup	will	be	placed	in	the	list.	To	reverse	the	order,	select	Least	recent	on	top.	Size	This	command
sorts	all	backups	by	size,	from	biggest	to	smallest.	To	reverse	the	order,	select	Smallest	on	top.	Source	type	This	command	sorts	all	backups	by	the	source	type.	The	order	is	as	follows:	entire	PC	backups	-	disk	backups	-	file	backups	-	nonstop	backup.	Destination	type	This	command	sorts	all	backups	by	the	destination	type.	The	order	is	as	follows:
internal	disk	drives	-	external	disk	drives	-	NAS	devices	-	network	shares	-	Acronis	Cloud.	Page	1835	Copyright	©	Acronis	International	GmbH,	2002-2017	Icon	Description	Entire	Mac	backup	Note:	The	appearance	of	this	icon	depends	on	the	type	of	your	Mac.	Disk-level	backup	File-level	backup	of	folders	or	several	files.	File-level	backup	of	a	single
file.	Page	1934	Copyright	©	Acronis	International	GmbH,	2002-2017	3.	Type	bash	"[script_path]"	"[vm_path]",	where		[vm_path]	is	a	path	to	the	folder,	where	the	recovered	virtual	machine	files	are	located.		If	the	virtual	machine	is	running,	backup	of	the	Boot	Camp	partition	will	fail	in	most	cases.		If	the	virtual	machine	is	suspended,	backup	of	the
Boot	Camp	partition	will	succeed,	but	recovery		If	the	virtual	machine	is	suspended,	recovery	to	the	Boot	Camp	partition	will	fail.	Instead,	remove	Page	2033	Copyright	©	Acronis	International	GmbH,	2002-2017	5.	Click	Create	Account.	6.	A	message	will	be	sent	to	the	email	address	that	you	specified.	Open	this	message	and	confirm	2.	In	the	File
menu,	point	to	Acronis	Cloud	Storage,	and	then	click	Buy	Subscription.	3.	Follow	the	on-screen	instructions	to	proceed	with	the	purchase.	Page	2132	Copyright	©	Acronis	International	GmbH,	2002-2017	1.	In	the	Acronis	True	Image	menu,	click	Account	>	Email	Notification	Settings.	The	Email	notifications	page	of	the	Online	Dashboard	opens	in	your
web	browser.	4.	Type	a	message	subject	template	by	using	the	following	variables:	3.	In	the	File	menu,	point	to	Acronis	Cloud	Storage,	and	then	click	Start	Trial	or	Buy	Subscription.	To	access	the	application,	go	to	log	in	to	your	account,	2.	Select	Acronis	Cloud	as	a	destination	for	your	backup.	The	login	window	will	open.	3.	Click	Create	Account.	To
keep	your	personal	data	secure,	choose	a	strong	password	for	your	account,	guard	it	from	falling	into	the	wrong	hands,	and	change	it	from	time	to	time.	Page	22Page	2330	Copyright	©	Acronis	International	GmbH,	2002-2017		Data	to	recover—size	of	the	original	data	that	you	selected	to	back	up.		In	the	Acronis	True	Image	menu,	click	Preferences,
and	then	select	the	Do	not	back	up	when		In	the	Acronis	True	Image	menu,	click	Preferences,	and	then	select	the	Show	notifications	in	Page	2413	Copyright	©	Acronis	International	GmbH,	2002-2017	For	your	backups	to	be	really	helpful,	they	must	be	as	up-to-date	as	possible.	Schedule	your	backups	Page	2512	Copyright	©	Acronis	International
GmbH,	2002-2017	2	Backup	Basic	concepts	..........................................................................................	12	What	you	can	and	cannot	back	up	...........................................................	13	Backing	up	to	local	or	network	storage	...................................................	14	Backing	up	to	Acronis	Cloud	....................................................................	15	Notarized	backup
.....................................................................................	17	Backing	up	mobile	devices	.......................................................................	21	Backing	up	a	Facebook	account	...............................................................	22	Scheduling	................................................................................................	24	Backup	encryption
...................................................................................	24	Backup	retention	rules	.............................................................................	25	Excluding	items	from	backups	.................................................................	25	Network	settings	for	backup	....................................................................	27	Backup	activity	and	statistics
...................................................................	29	Laptop	power	settings	.............................................................................	30	Notifications	.............................................................................................	30	What	is	Acronis	Cloud?	............................................................................	32	Parallels	Desktop	support	........................................................................	33
Backup	list	icons	.......................................................................................	34	Sorting	backups	in	the	list	........................................................................	36	Backup	refers	to	making	copies	of	data	so	that	they	can	be	used	to	recover	the	original	data	after	a		To	recover	an	operating	system	(p.	38)	when	it	is	corrupted	or	cannot	start.	This	process	is	called	
To	recover	specific	files	and	folders	(p.	41)	after	they	have	been	accidentally	deleted	or		Full	recovery	can	be	performed	to	the	original	location	or	to	a	new	one.		Incremental	recovery	is	performed	only	to	the	original	location	and	only	from	a	cloud	backup.	Page	2611	Copyright	©	Acronis	International	GmbH,	2002-2017	2.	In	the	Acronis	True	Image
menu,	click	Preferences.		Do	not	back	up	when	working	on	battery	power		Automatically	check	for	updates	at	startup		Participate	in	the	Acronis	Customer	Experience	Program		Show	notifications	in	Notification	Center	If	you	need	assistance	with	your	Acronis	product,	please	go	to	website	at	any	time	after	logging	into	your	Account	(	and	registering
the	product.	See	Registering	Acronis	Products	at	the	Website	(	and	Acronis	Website	User	Guide	(	.


