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Windows 10 () , Program Manager ., , ? ! | | ?, Anti-Malware.ru: 03.07.2016,08:38 #2 ., . Windows 10, . 04.07.2016,00:32 #3 12.07.2016,03:28 #4 ., .:,,..DDU. - ., -. 15.11.2018,16:42 #5 olejah ., . Windows 10, ., , ? 02.08.2024,17:17 #1 . ..., CollectionLog-2024.08.01-17.09.zip (137.0, 3) ! ! ?, Anti-Malware.ru: 02.08.2024,17:18 #2 () normally, ! - VirusInfo.Info. . Autologger, . -, . 03.08.2024,07:30 #3 AVZ Autologger\AV\av_z.exe: : begin DeleteFile('C:\Users\GammyBe\AppData\Local\Programs\com.gametop.launcher\gt-launcher.exe', '32');

DeleteFile('C:\Users\GammyBe\Documents\task.vbs', "); DeleteFile('C:\Users\GammyBe\Documents\task.xml', '); DeleteFile('C:\Users\GammyBe\Documents\taskIC.vbs', ""); DeleteFile('C:\Users\GammyBe\Documents\taskIC.xml', "); DeleteFile('C:\WINDOWS\system32\Tasks\ChromiumModeUpdate', '64'); DeleteFile('C:\WINDOWS\system32\Tasks\ICTTorrentVUpdaterV1', '64'); DeleteService('WinSetupMon'); DeleteFileMask('c:\users\gammybe\appdata\local\programs\com.gametop.launcher', '*', true);
DeleteDirectory('c:\users\gammybe\appdata\local\programs\com.gametop.launcher'); RegKeyParamDel('HKEY CURRENT USER', 'Software\Microsoft\Windows\CurrentVersion\Run', 'gt-launcher');ExecuteSysClean; ExecuteWizard('SCU', 2, 2, true);RebootWindows(false);end. . Malwarebytes AdwCleaner. 03.08.2024,09:07 #4 AdwCleaner[S00].txt (2.1, 1 ) 04.08.2024,08:22 #5 , Farbar Recovery Scan Tool. 04.08.2024,10:41 #6 Edge Snet Fnet Adblocker Addition.txt (52.3 , 1 ) FRST.txt (65.4, 1) 05.08.2024,09:11 #7 Fnet-!, .::
Start::CreateRestorePoint:Task: {3D5471FE-5898-4042-BECA-E54F0C40B9DD} - \ChromiumModeUpdate -> %systemroot%\system32\MusNotification.exe ( )2024-08-03 08:03 - 2024-08-03 08:04 - 000000000 D C:\AdwCleaner2024-08-01 11:26 - 2024-08-01 11:31 - 000002290 C:\Users\GammyBe\Documents\taskIC.xml2024-08-01 11:26 - 2024-08-01 11:31 - 000002254 C:\Users\GammyBe\Documents\taskIC.vbs2024-08-01 11:26 - 2024-08-01 11:31 - 000001145 C:\Users\GammyBe\Documents\task.xm12024-08-01 11:26 - 2024-08-01 11:31 -
000000415 C:\Users\GammyBe\Documents\task.vbs2024-08-01 11:26 - 2024-08-01 11:26 - 000001902 C:\ProgramData\Microsoft\Windows\Start Menu\Programs\TorrentPro.lnk2024-08-01 11:26 - 2024-08-01 11:26 - 000000000 D C:\Users\GammyBe\AppData\Local\torrentpro-updater2024-08-01 11:26 - 2024-08-01 11:26 - 000000000 D C:\Program Files\TorrentProPro2024-08-01 10:59 - 2024-08-01 10:59 - 000041549 C:\Users\GammyBe\Downloads\rust.torrent2024-07-10 11:07 - 2024-08-01 11:26 - 000000000 D
C:\Users\GammyBe\AppData\Roaming\com.gametop.launcher2024-07-10 11:06 - 2024-07-10 11:07 - 000000000 _ D C:\Users\GammyBe\AppData\Roaming\com.gamepocket.launcher2024-07-10 11:06 - 2024-07-10 11:06 - 000000000 D C:\Users\GammyBe\AppData\Local\com.gametop.launcher-updaterFirewallRules: [{ DD1D2AE6-3A7E-481B-9DD6-52757B02870C}] => (Block) C:\Program Files (x86)\Overwolf\0.254.0.13\OverwolfBrowser.exe => FirewallRules: [{F7A87298-EB5A-4C45-9048-190C09D7561A}] => (Block) C:\Program Files
(x86)\Overwolf\0.254.0.13\OverwolfBrowser.exe => FirewallRules: [{ DF62B2FA-85EA-4D5B-916D-F686718BE727}] => (Allow) C:\Program Files (x86)\Overwolf\0.254.0.13\OverwolfBrowser.exe => FirewallRules: [{DD45ABBF-365D-4833-BCAD-DD4224B5AE3F}] => (Allow) C:\Program Files (x86)\Overwolf\0.254.0.13\OverwolfBrowser.exe => FirewallRules: [UDP Query User{F3C3DADB-9EF2-4045-860C-73530FA8DAS5E}C:\users\gammybe\appdata\roaming\.tlauncher\starter\jre default\jre-17.0.10-windows-x64\bin\java.exe] => (Block)
C:\users\gammybe\appdata\roaming\.tlauncher\starter\jre_default\jre-17.0.10-windows-x64\bin\java.exe => FirewallRules: [TCP Query User{8CFCB026-8F26-4D3F-940D-3C90A035161A}C:\users\gammybe\appdata\roaming\.tlauncher\starter\jre_default\jre-17.0.10-windows-x64\bin\java.exe] => (Block) C:\users\gammybe\appdata\roaming\.tlauncher\starter\jre_default\jre-17.0.10-windows-x64\bin\java.exe => FirewallRules: [UDP Query User{D6D8564D-48AD-40E5-B4BD-F2A0E78CE79A}C:\users\gammybe\appdata\roaming\.tlauncher\starter\jre_default\jre-
17.0.9-windows-x64\bin\java.exe] => (Block) C:\users\gammybe\appdata\roaming\.tlauncher\starter\jre_default\jre-17.0.9-windows-x64\bin\java.exe => FirewallRules: [TCP Query User{3E4940F8-7106-4557-B953-6B3ED70FBAC3}C:\users\gammybe\appdata\roaming\.tlauncher\starter\jre default\jre-17.0.9-windows-x64\bin\java.exe] => (Block) C:\users\gammybe\appdata\roaming\.tlauncher\starter\jre default\jre-17.0.9-windows-x64\bin\java.exe => FirewallRules: [UDP Query User{3DBA417C-D31A-4827-920E-
0C78B5005CDC}D:\steam\steamapps\common\pubg experimental\tslgame\binaries\win64\tslgame.exe] => (Allow) D:\steam\steamapps\common\pubg_experimental\tslgame\binaries\win64\tslgame.exe => FirewallRules: [TCP Query User{C4CE8709-C8D1-4D92-90B0-78E1487513B9}D:\steam\steamapps\common\pubg_experimental\tslgame\binaries\win64\tslgame.exe] => (Allow) D:\steam\steamapps\common\pubg experimental\tslgame\binaries\win64\tslgame.exe => ExportKey: HKLM\SOFTWARE\Microsoft\Windows Defender\ExclusionsDeleteKey:
HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall\732669f2-41f3-509e-ab20-966735fc2cd 7DeleteKey: HKLM-32\SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall\732669f2-41f3-509e-ab20-966735fc2cd7Reboot:End:: FRST.EXE/FRST64.EXE, . - (Fixlog.txt). . . 05.08.2024,17:43 #8 Fixlog.txt (10.8 , 1) 05.08.2024,21:36 #9 . FRST.exe ( FRST64.exe) uninstall.exe ., ,, .. 05.08.2024,22:48 #10,, ! 22.12.2006,21:14 #1 1., "";2. AVZ ( autologger). -> ; -> .3. (. ) ; 05.03.2017 19:49. ! ! ?, Anti-Malware.ru: 24.10.2017,23:32 #1 ... ..
CollectionLog-2017.10.24-22.18.zip (80.8 ,2 ) ! | ?, Anti-Malware.ru: 24.10.2017,23:33 #2 () Serjic, ! VirusInfo.Info . . Autologger, . - . 28.10.2017,18:56 #3 - 15.09.2017,23:35 #1 ! , Windows . . .! Windows .jpg (56.2 , 7 ) CollectionLog-2017.09.15-23.28.zip (141.4, 2 ) ! ! ?, Anti-Malware.ru: 15.09.2017,23:36 #2 () Dimman31, ! - VirusInfo.Info. . Autologger, . - . 16.09.2017,07:41 #3 AVZ : beginShowMessage('! AVZ .' + #13#10 + ' .');ExecuteFile('net.exe', 'stop tcpip /y', 0, 15000, true);if not IsSWOW64 then begin SearchRootkit(true, true);
SetAVZGuardStatus(True); end; QuarantineFile('C:\Users\\AppData\Local\wutphost\wutphost.exe',"); QuarantineFile('C:\Users\\AppData\Local\SearchGo\searchgo.exe',"); QuarantineFile('C:\Users\\AppData\Local\unityp\unityp.exe',"); QuarantineFile('C:\Program Files\iOkWIRVOgM]JU2\JvVaRheATjMDo.dll',"); QuarantineFile('C:\Users\B7E3~1\AppData\Roaming\curl\curl.exe',"); QuarantineFile('C:\Users\B7E3~1\AppData\Roaming\curl\curl 7 54.exe',"); QuarantineFile('C:\Users\\AppData\Local\wupdate\wupdate.exe',"); QuarantineFile('C:\Program
Files\MHYMGOYeU\vahAjD.dll',"); DelCLSID('{CBF88FC2-F150-4F29-BC80-CE30EFD1B62C}'); DelBHO('{COD38E5A-7CF8-4105-8FE8-31B81443A114}'); QuarantineFile('C:\Program Files\TortoiseGit\TortoiseGitOverlay.dll',"); SetServiceStart('AppFrameHost', 4); SetServiceStart('SvcHost Service Host', 4); SetServiceStart('netfilter2', 4); DeleteService('netfilter2'); DeleteService('AppFrameHost'); DeleteService('SvcHost Service Host'); QuarantineFile('C:\Program Files\Zaxar\imageformats\qgif.dll',"); QuarantineFile('C:\Program Files\Zaxar\icuin58.dll',");
QuarantineFile('C:\Program Files\Zaxar\icudt58.dll',"); QuarantineFile('C:\Program Files\Zaxar\bearer\qgenericbearer.dll',"); QuarantineFile('C:\Program Files\Zaxar\bearer\qnativewifibearer.dll',"); QuarantineFile('C:\Program Files\HCERQWPLIIE\kZODLEE.dIl',"); QuarantineFile('C:\Program Files\HCERQWPLIIE\dXWsA.dll',"); TerminateProcessByName('c:\program files\zaxar\zaxargamebrowser.exe'); TerminateProcessByName('c:\program files\zaxar\zaxarloader.exe'); QuarantineFile('c:\program files\zaxar\zaxarloader.exe',"); QuarantineFile('c:\program
files\zaxar\zaxargamebrowser.exe',"); TerminateProcessByName('c:\users\\appdata\local\yc\application\yc.exe'); TerminateProcessByName('c:\program files\hcerqwpllie\wkdojjhxfe.exe'); QuarantineFile('c:\program files\hcerqwpllie\wkdojjhxfe.exe','"); QuarantineFile('c:\users\\appdata\local\unityp\unityp.exe',"); TerminateProcessByName('c:\program files\ubar\ubar.exe'); QuarantineFile('c:\program files\ubar\ubar.exe',"); TerminateProcessByName('c:\windows\microsoft\svchost.exe'); QuarantineFile('c:\windows\microsoft\svchost.exe',");
TerminateProcessByName('c:\windows\system32\appframehost.exe'); QuarantineFile('c:\\windows\system32\appframehost.exe',"); DeleteFile('c:\windows\system32\appframehost.exe','32'); DeleteFile('c:\windows\microsoft\svchost.exe','32'); DeleteFile('c:\program files\ubar\ubar.exe','32'); DeleteFile('c:\program files\hcerqwpllie\wkdojjhxfe.exe','32'); DeleteFile('c:\users\\appdata\local\yc\application\yc.exe','32'); DeleteFile('c:\program files\zaxar\zaxargamebrowser.exe','32'); DeleteFile('c:\program files\zaxar\zaxarloader.exe','32'); DeleteFile('C:\Program
Files\HCERQWPLIIE\dXWsA.dll','32"); DeleteFile('C:\Program Files\HcERQWPLIIE\kZODLEE.dll','32'); DeleteFile('C:\Program Files\Zaxar\bearer\qgenericbearer.dll','32'); DeleteFile('C:\Program Files\Zaxar\bearer\qnativewifibearer.dll','32'); DeleteFile('C:\Program Files\Zaxar\icudt58.dll','32'); DeleteFile('C:\Program Files\Zaxar\icuin58.dll','32'); DeleteFile('C:\Program Files\Zaxar\imageformats\qgif.dll','32"'); DeleteFile('C:\Users\\AppData\Local\yc\Application\59.0.3071.115\chrome.dll','32");
DeleteFile('C:\Users\\AppData\Local\yc\Application\59.0.3071.115\chrome_child.dll','32'); DeleteFile('C:\Users\\AppData\Local\yc\Application\59.0.3071.115\chrome _elf.dll','32'); DeleteFile('C:\Users\\AppData\Local\yc\Application\59.0.3071.115\libegl.dll','32'); DeleteFile('C:\Users\\AppData\Local\yc\Application\59.0.3071.115\libglesv2.dll','32'); DeleteFile('C:\WINDOWS\system32\drivers\unityp.sys','32'); RegKeyParamDel('HKEY CURRENT USER','Software\Microsoft\Windows\CurrentVersion\Run','udbohedobw');

RegKeyParamDel('HKEY CURRENT USER','Software\Microsoft\Windows\CurrentVersion\Run','ycAutoLaunch A68ACC0B23C524541678EB4E8937AC76'); DeleteFile('C:\Program Files\TortoiseGit\TortoiseGitOverlay.dll','32'); RegKeyParamDel('HKEY LOCAL MACHINE','Software\Microsoft\Windows\CurrentVersion\Shell Extensions\Approved','{ CBF88FC2-F150-4F29-BC80-CE30EFD1B62C}'); DeleteFile('C:\Program Files\Zaxar\ZaxarLoader.exe','32'); DeleteFile('C:\Program FilessMHYMGOYeU\vahAjD.dll','32");
DeleteFile('C:\WINDOWS\Tasks\qAAXnuNigzRbUSC.job','32"); DeleteFile('C:\Users\\AppData\Local\wupdate\wupdate.exe','32'); DeleteFile('C:\WINDOWS\Tasks\wupdate.job','32'); DeleteFile('C:\WINDOWS\system32\Tasks\curl','32'); DeleteFile('C:\Users\B7E3~1\AppData\Roaming\curl\curl_7_54.exe','32'); DeleteFile('C:\Users\B7E3~1\AppData\Roaming\curl\curl.exe','32'); DeleteFile('C:\WINDOWS\system32\Tasks\curls','32'); DeleteFile('C:\WINDOWS\system32\Tasks\qAAXnuNigzRbUSC','32');
DeleteFile('C:\WINDOWS\system32\Tasks\qAAXnuNigzRbUSC2','32'); DeleteFile('C:\Program Files\iOkWIRVOgM]JU2\JvVaRheATjMDo.dll','32"); DeleteFile('C:\WINDOWS\system32\Tasks\RWGmtNrpPcytad','32'); DeleteFile('C:\WINDOWS\system32\Tasks\SearchGo Task','32'); DeleteFile('C:\WINDOWS\system32\Tasks\unityp','32'); DeleteFile('C:\Users\\AppData\Local\unityp\unityp.exe','32'); DeleteFile('C:\Users\\AppData\Local\SearchGo\searchgo.exe','32'); DeleteFile('C:\WINDOWS\system32\Tasks\wupdate','32");
DeleteFile('C:\WINDOWS\system32\Tasks\wutphost','32'); DeleteFile('C:\Users\\AppData\Local\wutphost\wutphost.exe','32');BC_ImportAll;ExecuteSysClean;BC_Activate;RebootWindows(false);end. . AVZ : beginCreateQurantineArchive('c:\quarantine.zip');end. c:\quarantine.zip ., Autologger, . 16.09.2017,10:45 #4 .: ., 22, ... CollectionLog-2017.09.16-10.37.zip (134.6 , 1 ) Dimman31; 16.09.2017 11:11. 17.09.2017,14:09 #5 Farbar Recovery Scan Tool .:, ., , .. 1.., Yes .2., Optional Scan List BCD, Driver MD5 90 Days Files.3. Scan.4. (FRST.txt) , .5.,
(Addition.txt).6., .45, (). 17.09.2017,17:54 #6 .rar (49.2,2) 18.09.2017,19:14 #7 Video and Audio Plugin UBarYoutubeAdBlockZaxar Games Browser 4 . OPR Extension: ( )FF Extension: (Adblocker for Youtube) . 1. : CreateRestorePoint: HKU\S-1-5-21-2192099875-3601849933-1304284630-1000\...\Run: [amigo] => C:\Users\\AppData\Local\Amigo\Application\amigo.exe [930280 2017-05-17] (Mail.Ru) explorer "hxxp://fonmoto.ru/?
utm_source=uoua03&utm_content=b683cdbe6fc262115daf33a40cccac9d&utm_term=2957234E187EO0D29EA3EA8790922B0D3&utm_d=20170915" C:\Users\\AppData\Local\yc\Application\yc.exe [921088 2017-08-18] (The Chromium Authors)ShellExecuteHooks: No Name - {4F07DA45-8170-4859-9B5F-037EF2970034} - -> No FileStartup: C:\ProgramData\Microsoft\Windows\Start Menu\Programs\Startup\Zaxar Games Browser.Ilnk [2017-09-15] C:\Program Files\Zaxar\ZaxarLoader.exe (Zaxar LTD) No File No File No File rundll32 "C:\Program
Files\MHYMGOYeU\vahAjD.dll",#1Task: {E5F29DC3-270E-483C-98AD-997728790B79} - \Microsoft\Windows\Setup\GWXTriggers\Logon-5d -> No File No File C:\Users\\AppData\Local\unityp\unityp.exe [2017-09-15] () No File C:\Users\\AppData\Local\wutphost\wutphost.exe C:\Program Files\MHYMGOYeU\vahAjD.dllTask: C:\WINDOWS\Tasks\wupdate.job => C:\Users\\AppData\Local\wupdate\wupdate.exe (Allow) C:\Users\\AppData\Local\Amigo\Application\amigo.exeFirewallRules: [{8AAC608D-A11C-4442-926E-014F96006772}] => (Allow) C:\Program
Files\UBar\ubar.exeFirewallRules: [{0338FFE4-EA4B-46AC-A686-E61CBFD91B65}] => (Allow) C:\Users\\AppData\Local\yc\Application\yc.exeMSCONFIG\startupreg: amigo => C:\Users\\AppData\Local\Amigo\Application\amigo.exe --no-startup-windowReboot: 2. 3., Farbar Recovery Scan Tool4. (*.*)5. fixlist.txt 6. FRST, Fix . - (Fixlog.txt). , ., . : Start:: HKLM\SOFTWARE\Policies\Microsoft\Windows Defender: Restriction C:\Users\user\AppData\Roaming\ACEStream\playerpace_plugin.dll [No File]CHR Notifications: Default ->
hxxps://torraxyz1637183051278.thevtk.com; hxxps://www.fxp.co.il; hxxps://www92.nathanaeldan.proCHR HKLM\...\Chrome\Extension: [ngpampappnmepgilojfohadhhmbhlaek] - C:\Program Files (x86)\Internet Download Manager\IDMGCExt.crx CHR HKU\S-1-5-21-180550814-682796862-1609811375-1000\SOFTWARE\Google\Chrome\Extensions\...\Chrome\Extension: [ngpampappnmepgilojfohadhhmbhlaek] - C:\Program Files (x86)\Internet Download Manager\IDMGCExt.crx CHR HKLM-x32\...\Chrome\Extension: [aegnopegbbhjeeiganiajffnalhlkkjb]CHR
HKLM-x32\...\Chrome\Extension: [ngpampappnmepgilojfohadhhmbhlaek] - C:\Program Files (x86)\Internet Download Manager\IDMGCExt.crx S2 dosvc_bkp; C:\Windows\system32\dosvc.dll [1526272 2024-12-15] (Microsoft Windows -> Microsoft Corporation)S2 UsoSvc_bkp; C:\Windows\system32\usosvc.dll [576512 2025-02-16] (Microsoft Windows -> Microsoft Corporation)S3 WaaSMedicSvc_bkp; C:\Windows\System32\WaaSMedicSvc.dll [427520 2024-09-30] (Microsoft Windows -> Microsoft Corporation)S4 MBAMUpdaterService;
C:\PROGRAMDATA\MALWAREBYTES\MBAMSERVICE\ctlrupdate\mbupdatr.exe [X]Folder: C:\Users\user\AppData\Roaming\SystemMonitorC:\Users\user\AppData\Roaming\SystemMonitorAlternateDataStreams: C:\ProgramData\TEMP:41ADDB8A [280]AlternateDataStreams: C:\ProgramData\TEMP:A064CECC [134]HKLM\...\StartupApproved\Run32: => "Wondershare Helper Compact.exe"HKU\S-1-5-21-180550814-682796862-1609811375-1000\...\StartupApproved\Run: => "Surfshark"ExportKey: HKLM\SOFTWARE\Microsoft\Windows
Defender\ExclusionsStartBatch:del /s /q "%userprofile%\AppData\Local\Google\Chrome\User Data\Default\Cache\*.*" >nuldel /s /q "%userprofile%\AppData\Local\Google\Chrome\User Data\Default\Code Cache\Js\*.*" >nuldel /s /q "%userprofile%\AppData\Local\Yandex\YandexBrowser\User Data\Default\Cache\*.*" >nuldel /s /q "%userprofile%\AppData\Local\Microsoft\Edge\User Data\Default\Cache\Cache Data\*.*" >nuldel /s /q "%userprofile%\AppData\Local\Microsoft\Edge\User Data\Default\Code Cache\Js\*.*" >nuldel /s /q C:\\Windows\Temp\*.* >nuldel /s
/q "%userprofile%\AppData\Local\temp\*.*" >nuldel /s /q C:\\Windows\Minidump\*.dmp >nulipconfig /flushdnssfc /scannowendbatch:[HKEY LOCAL _MACHINE\SYSTEM\CurrentControlSet\services\DoSvc]"DependOnService"=hex(7):72,00,70,00,63,00,73,00,73,00,00,00,00,00"Description"="@%systemroot%\\system32\\dosvc.dll,-101""DisplayName"="@%systemroot%\\system32\\dosvc.dll,-100""ErrorControl"=dword:00000001"FailureActions"=hex:80,51,01,00,00,00,00,00,00,00,00,00,03,00,00,00,14,00,00,\
00,01,00,00,00,60,ea,00,00,01,00,00,00,60,ea,00,00,00,00,00,00,00,00,00,00"ImagePath"=hex(2):25,00,53,00,79,00,73,00,74,00,65,00,6d,00,52,00,6f,00,6£,00,\ 74,00,25,00,5¢,00,53,00,79,00,73,00,74,00,65,00,6d,00,33,00,32,00,5¢,00,73,\ 00,76,00,63,00,68,00,6£,00,73,00,74,00,2¢,00,65,00,78,00,65,00,20,00,2d,00,\ 6b,00,20,00,4¢,00,65,00,74,00,77,00,6£,00,72,00,6b,00,53,00,65,00,72,00,76,\ 00,69,00,63,00,65,00,20,00,2d,00,70,00,00,00"LaunchProtected"=dword:00000002"ObjectName"="NT
Authority\\NetworkService""ServiceDIl"=hex(2):25,00,53,00,79,00,73,00,74,00,65,00,6d,00,52,00,6f,00,6f,\ 00,74,00,25,00,5¢,00,73,00,79,00,73,00,74,00,65,00,6d,00,33,00,32,00,5¢,00,\

64,00,6f,00,73,00,76,00,63,00,2¢,00,64,00,6¢,00,6¢,00,00,00"ServiceDllUnloadOnStop"=dword:00000001"ServiceSidType"=dword:00000001"Start"=dword:00000002"SvcMemHardLimitInMB"=dword:00000027"SvcMemMidLimitInMB"=dword:0000001b"SvcMemSoftLimitInMB"=dword:0000000{"Type"=dword:00000010"DelayedAutostart"=dword:00000001[HKEY LOCAL_MACHINE\SYSTEM\CurrentControlSet\services\DoSvc\Security]"Security"=hex:01,00,14,80,a0,00,00,00,ac,00,00,00,14,00,00,00,30,00,00,00,02,\
00,1¢,00,01,00,00,00,02,80,14,00,£f,01,0£,00,01,01,00,00,00,00,00,01,00,00,\ 00,00,02,00,70,00,04,00,00,00,00,00,14,00,9d,00,02,00,01,01,00,00,00,00,00,\ 05,0b,00,00,00,00,00,18,00,ff,01,0£,00,01,02,00,00,00,00,00,05,20,00,00,00,\ 20,02,00,00,00,00,14,00,£f,01,0£,00,01,01,00,00,00,00,00,05,12,00,00,00,00,\ 00,28,00,22,00,02,00,01,06,00,00,00,00,00,05,50,00,00,00,4d,£8,19,b6,b3,a7,\ 7f,e3,93,9a,10,ee,20,5d,51,ab,9b,39,b9,82,01,01,00,00,00,00,00,05,12,00,00,\
00,01,01,00,00,00,00,00,05,12,00,00,00[HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\services\DoSvc\TriggerInfo]

[HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\services\DoSvc\TriggerInfo\0]"Action"=dword:00000001"Data0"=hex:75,10,bc,a3,29,01,c6,41"DataType0"=dword:00000001"GUID"=hex:16,28,7a,2d,5e,0c,fc,45,9¢c,e7,57,0e,5e,cd,e9,c9"Type"=dword:00000007[HKEY LOCAL_MACHINE\SYSTEM\CurrentControlSet\services\DoSvc\TriggerInfo\1]"Action"=dword:00000001"GUID"=hex:e6,ca,9f,65,db,5b,a9,4d,b1,ff,ca,2a,17,8d,46,e0"Type"=dword:00000005[HKEY LOCAL_MACHINE\SYSTEM\CurrentControlSet\services\UsoSvc]"DelayedAutoStart"=dword:!
00,01,00,00,00,c0,d4,01,00,01,00,00,00,e0,93,04,00,00,00,00,00,00,00,00,00"ImagePath"=hex(2):25,00,73,00,79,00,73,00,74,00,65,00,6d,00,72,00,6f,00,6f,00,\ 74,00,25,00,5¢,00,73,00,79,00,73,00,74,00,65,00,6d,00,33,00,32,00,5¢,00,73,\ 00,76,00,63,00,68,00,6£,00,73,00,74,00,2¢,00,65,00,78,00,65,00,20,00,2d,00,\ 6b,00,20,00,6¢,00,65,00,74,00,73,00,76,00,63,00,73,00,20,00,2d,00,70,00,00,\ 00"ObjectName"="LocalSystem""PreshutdownTimeout"=dword:0036ee80"RequiredPrivileges"=hex(7):53,00,65,00,41,00,75,00,64,00,69,00,74,00,50,00,72,\
00,69,00,76,00,69,00,6¢,00,65,00,67,00,65,00,00,00,53,00,65,00,43,00,72,00,\ 65,00,61,00,74,00,65,00,47,00,6¢,00,6f,00,62,00,61,00,6¢,00,50,00,72,00,69,\ 00,76,00,69,00,6¢,00,65,00,67,00,65,00,00,00,53,00,65,00,43,00,72,00,65,00,\ 61,00,74,00,65,00,50,00,61,00,67,00,65,00,46,00,69,00,6¢,00,65,00,50,00,72,\ 00,69,00,76,00,69,00,6¢,00,65,00,67,00,65,00,00,00,53,00,65,00,54,00,63,00,\ 62,00,50,00,72,00,69,00,76,00,69,00,6¢,00,65,00,67,00,65,00,00,00,53,00,65,\ 00,41,00,73,00,73,00,69,00,67,00,6e,00,50,00,72,00,69,00,6d,00,61,00,72,00,\
79,00,54,00,6£,00,6b,00,65,00,6¢,00,50,00,72,00,69,00,76,00,69,00,6¢,00,65,\ 00,67,00,65,00,00,00,53,00,65,00,49,00,6d,00,70,00,65,00,72,00,73,00,6£,00,\ 6¢,00,61,00,74,00,65,00,50,00,72,00,69,00,76,00,69,00,6¢,00,65,00,67,00,65,\ 00,00,00,53,00,65,00,49,00,6¢,00,63,00,72,00,65,00,61,00,73,00,65,00,51,00,\ 75,00,6f,00,74,00,61,00,50,00,72,00,69,00,76,00,69,00,6¢,00,65,00,67,00,65,\ 00,00,00,53,00,65,00,53,00,68,00,75,00,74,00,64,00,6£,00,77,00,6¢,00,50,00,\ 72,00,69,00,76,00,69,00,6¢,00,65,00,67,00,65,00,00,00,53,00,65,00,44,00,65,\
00,62,00,75,00,67,00,50,00,72,00,69,00,76,00,69,00,6¢,00,65,00,67,00,65,00,\ 00,00,53,00,65,00,42,00,61,00,63,00,6b,00,75,00,70,00,50,00,72,00,69,00,76,\ 00,69,00,6¢,00,65,00,67,00,65,00,00,00,53,00,65,00,52,00,65,00,73,00,74,00,\ 6£,00,72,00,65,00,50,00,72,00,69,00,76,00,69,00,6¢,00,65,00,67,00,65,00,00,\ 00,53,00,65,00,53,00,65,00,63,00,75,00,72,00,69,00,74,00,79,00,50,00,72,00,\ 69,00,76,00,69,00,6¢,00,65,00,67,00,65,00,00,00,53,00,65,00,54,00,61,00,6b,\ 00,65,00,4f,00,77,00,6€,00,65,00,72,00,73,00,68,00,69,00,70,00,50,00,72,00,\
69,00,76,00,69,00,6¢,00,65,00,67,00,65,00,00,00,53,00,65,00,4c,00,6£,00,61,\ 00,64,00,44,00,72,00,69,00,76,00,65,00,72,00,50,00,72,00,69,00,76,00,69,00,\ 6¢,00,65,00,67,00,65,00,00,00,53,00,65,00,4d,00,61,00,6¢,00,61,00,67,00,65,\ 00,56,00,6f,00,6c,00,75,00,6d,00,65,00,50,00,72,00,69,00,76,00,69,00,6¢,00,\ 65,00,67,00,65,00,00,00,53,00,65,00,53,00,79,00,73,00,74,00,65,00,6d,00,45,\ 00,6€,00,76,00,69,00,72,00,6f,00,6¢,00,6d,00,65,00,6¢,00,74,00,50,00,72,00,\ 69,00,76,00,69,00,6¢,00,65,00,67,00,65,00,00,00,53,00,65,00,43,00,72,00,65,\
00,61,00,74,00,65,00,53,00,79,00,6d,00,62,00,6£,00,6¢,00,69,00,63,00,4c,00,\ 69,00,6€,00,6b,00,50,00,72,00,69,00,76,00,69,00,6¢,00,65,00,67,00,65,00,00,\ 00,53,00,65,00,49,00,6€,00,63,00,72,00,65,00,61,00,73,00,65,00,42,00,61,00,\ 73,00,65,00,50,00,72,00,69,00,6£,00,72,00,69,00,74,00,79,00,50,00,72,00,69,\

00,76,00,69,00,6¢,00,65,00,67,00,65,00,00,00,00,00"ServiceSidType"=dword:00000001"Start"=dword:00000002"Type"=dword:00000020[HKEY LOCAL_MACHINE\SYSTEM\CurrentControlSet\services\UsoSvc\Parameters]"ServiceDIl"=hex(2):25,00,73,00,79,00,73,00,74,00,65,00,6d,00,72,00,6f,00,6f,\ 00,74,00,25,00,5¢,00,73,00,79,00,73,00,74,00,65,00,6d,00,33,00,32,00,5¢,00,\ 75,00,73,00,6f,00,73,00,76,00,63,00,2¢,00,64,00,6¢c,00,6c,00,00,00"ServiceDllUnloadOnStop"=dword:00000001"ServiceMain"="ServiceMain"

[HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\services\UsoSvc\Security]"Security"=hex:01,00,14,80,78,00,00,00,84,00,00,00,14,00,00,00,30,00,00,00,02,\ 00,1¢,00,01,00,00,00,02,80,14,00,£f,00,0£,00,01,01,00,00,00,00,00,01,00,00,\ 00,00,02,00,48,00,03,00,00,00,00,00,14,00,9d,00,02,00,01,01,00,00,00,00,00,\ 05,0b,00,00,00,00,00,18,00,ff,01,0£,00,01,02,00,00,00,00,00,05,20,00,00,00,\ 20,02,00,00,00,00,14,00,£f,01,0£,00,01,01,00,00,00,00,00,05,12,00,00,00,01,\

01,00,00,00,00,00,05,12,00,00,00,01,01,00,00,00,00,00,05,12,00,00,00[HKEY LOCAL _MACHINE\SYSTEM\CurrentControlSet\services\WaaSMedicSvc]"DependOnService"=hex(7):72,00,70,00,63,00,73,00,73,00,00,00,00,00"Description"="@WaaSMedicSvcImpl.dll,-101""DisplayName"="@WaaSMedicSvcImpl.dll,-100""ErrorControl"=dword:00000001"FailureActions"=hex:84,03,00,00,00,00,00,00,00,00,00,00,03,00,00,00,14,00,00,\
00,01,00,00,00,c0,d4,01,00,01,00,00,00,e0,93,04,00,00,00,00,00,00,00,00,00"ImagePath"=hex(2):25,00,73,00,79,00,73,00,74,00,65,00,6d,00,72,00,6f,00,6£,00,\ 74,00,25,00,5¢,00,73,00,79,00,73,00,74,00,65,00,6d,00,33,00,32,00,5¢,00,73,\ 00,76,00,63,00,68,00,6£,00,73,00,74,00,2¢,00,65,00,78,00,65,00,20,00,2d,00,\ 6b,00,20,00,77,00,75,00,73,00,76,00,63,00,73,00,20,00,2d,00,70,00,00,00"LaunchProtected"=dword:00000002"ObjectName"="LocalSystem""RequiredPrivileges"=hex(7):53,00,65,00,54,00,63,00,62,00,50,00,72,00,69,00,76,\
00,69,00,6¢,00,65,00,67,00,65,00,00,00,53,00,65,00,43,00,68,00,61,00,6¢,00,\ 67,00,65,00,4¢,00,6£,00,74,00,69,00,66,00,79,00,50,00,72,00,69,00,76,00,69,\ 00,6¢,00,65,00,67,00,65,00,00,00,53,00,65,00,49,00,6d,00,70,00,65,00,72,00,\ 73,00,6f,00,6€,00,61,00,74,00,65,00,50,00,72,00,69,00,76,00,69,00,6¢,00,65,\ 00,67,00,65,00,00,00,53,00,65,00,54,00,61,00,6b,00,65,00,4f,00,77,00,6€,00,\ 65,00,72,00,73,00,68,00,69,00,70,00,50,00,72,00,69,00,76,00,69,00,6¢,00,65,\ 00,67,00,65,00,00,00,53,00,65,00,53,00,65,00,63,00,75,00,72,00,69,00,74,00,\
79,00,50,00,72,00,69,00,76,00,69,00,6¢,00,65,00,67,00,65,00,00,00,53,00,65,\ 00,42,00,61,00,63,00,6b,00,75,00,70,00,50,00,72,00,69,00,76,00,69,00,6¢,00,\ 65,00,67,00,65,00,00,00,53,00,65,00,52,00,65,00,73,00,74,00,6£,00,72,00,65,\ 00,50,00,72,00,69,00,76,00,69,00,6¢,00,65,00,67,00,65,00,00,00,53,00,65,00,\ 4d,00,61,00,6€,00,61,00,67,00,65,00,56,00,6f,00,6¢,00,75,00,6d,00,65,00,50,\
00,72,00,69,00,76,00,69,00,6¢,00,65,00,67,00,65,00,00,00,00,00"ServiceSidType"=dword:00000001"Start"=dword:00000003"Type"=dword:00000020[HKEY LOCAL _MACHINE\SYSTEM\CurrentControlSet\services\WaaSMedicSvc\Parameters]"ServiceDIl"=hex(2):25,00,53,00,79,00,73,00,74,00,65,00,6d,00,52,00,6f,00,6f,\ 00,74,00,25,00,5¢,00,53,00,79,00,73,00,74,00,65,00,6d,00,33,00,32,00,5¢,00,\ 57,00,61,00,61,00,53,00,4d,00,65,00,64,00,69,00,63,00,53,00,76,00,63,00,2e,\
00,64,00,6¢,00,6¢,00,00,00"ServiceDllUnloadOnStop"=dword:00000001"ServiceMain"="ServiceMain"[HKEY_LOCAL _MACHINE\SYSTEM\CurrentControlSet\services\WaaSMedicSvc\Security]"Security"=hex:01,00,14,80,78,00,00,00,84,00,00,00,14,00,00,00,30,00,00,00,02,\ 00,1¢,00,01,00,00,00,02,80,14,00,£f,00,0£,00,01,01,00,00,00,00,00,01,00,00,\ 00,00,02,00,48,00,03,00,00,00,00,00,14,00,9d,00,02,00,01,01,00,00,00,00,00,\ 05,0b,00,00,00,00,00,18,00,ff,01,0£,00,01,02,00,00,00,00,00,05,20,00,00,00,\
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